


2

P CI DSS compliance standards (Payment Card Industry 
Data Security Standard) provide a set of security 

requirements for every business that processes credit card 
transactions. At its core, the PCI DSS standard requires 
that businesses maintain and continually validate a secure 
infrastructure for the protection of credit card holder data. 
For most businesses, a key element in validating that PCI 
compliance requirements are being met, is the event log data 
from electronic devices participating in the processing of 
credit card transactions. In order to pass PCI validation audits, 
this event log data must be reviewed for specific activity as 
required by the PCI standards. Businesses often struggle with 
the collection, storage and monitoring of the large amounts 
of event data that can be generated during the credit card 
transaction process. 

The creation and maintenance of a big data infrastructure 
that can support the PCI DSS event log data requirements 
is a time-, resource-, and cost-intensive activity. Some 
enterprises may attempt, with varying levels of success, to 
develop ground-up solutions using open source components, 
while other businesses choose to focus on appliance or 
on-premises software based solutions. All three of these 
approaches can require the architecting, acquisition, 
provisioning, and maintenance of network, storage, and 
server devices, with the development option also requiring 
software coding expertise. The total cost of ownership for 
these types of solutions can be exorbitantly high, while the 
time expenditure can crossover multiple quarters.

 
The ongoing PCI audit cycle requires businesses to invest 
in resources to perform monitoring and audit fulfillment 
operations. Ensuring an efficient roll out of the PCI DSS event log 
management solution and a fast time to review and validation with 
as many out-of-the box features is essential to containing costs. 

Many PCI solutions lack the flexibility or require high levels of 
expertise to implement customizations that many businesses 
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Figure 1: This image shows 
the PCI virtual table views that 

support both real time and 
historical queries.
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require to obtain complete PCI coverage. Older versions 
of software, internally developed applications, and highly 
specialized equipment are common examples of sources 
that typically require customizations in order to ingest their 
event log data. Once an event log management solution is 
deployed, it is not uncommon for enterprises to realize the 
value of their data in a wide breadth of business operations. In 
this case, the capabilities of the solution beyond PCI becomes 
critical, and if the original product does not have the tools 
necessary to fulfill a multitude of requirements, the business 
may end up having to deploy multiple products.

Logtrust, the Real-time Big Data-in-Motion platform for Fast Data, 
Big Data analytics, provides the ability to ingest, store, and analyze 
massive, varied, and dynamic data sets at high speed. Logtrust’s 
PCI solution is capable of integrating the data generated by 
multiple data sources in their original format and includes a user 
interface that presents a pre-built set of PCI DSS-based views, 
making it easy for non-technical users to perform the monitoring 
and validation operations required by the PCI DSS standard.

 
Logtrust’s cloud-based solution drastically minimizes, or 
removes completely, the majority of the deployment issues and 
costs encountered by businesses when trying to implement 
a PCI solution. The Logtrust cloud supports all sizes of 
daily enterprise data capacity requirements, from just a few 
megabytes to multi-terabyte scenarios. Since the deployment 
and maintenance of the AWS cloud-based infrastructure 
is Logtrust’s responsibility and not the customers, the total 
cost of ownership is greatly reduced.  While there is typically 
a need for collection point devices, these installations are 
minimal requirement, low maintenance servers that can easily be 
virtualized.

The ready-to-use PCI solution included with Logtrust provides 
a set of virtual tables and views that are designed to fulfill 
review and monitoring requirements as dictated by the PCI 
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Figure 2 : This image shows 
some of the possible dashboard 
widgets that can be created 
using the PCI virtual tables.
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DSS standard. Logtrust’s out-of-the-box compliance reporting 
includes user-ready real-time views that cover over 30 PCI DSS 
subsections, across ten of the main PCI requirements. Event data 
coverage includes common firewalls, operating systems, and 
security applications. Internal audit reporting is included as well. 

Logtrust goes beyond PCI however. Its Big Data-in-Motion 
platform combines scalability, flexibility, and high ease-of-
use, which lets enterprises capitalize on their big data content 
not just for PCI, but for a myriad of uses—and all in real-time. 
Security, IoT, Business Intelligence are just a few of the uses 
that Logtrust supports.

Logtrust is a Real-time Big Data-in-Motion platform offering Fast 
Data, Big Data analytics through a solution that enables real-
time analytics for operations, fraud, security, marketing, IoT and 
other aspects of business. Recognized as a Gartner Cool Vendor 
2016, Logtrust is intuitive, interactive, and collaborative, with no 
coding required, guided widgets, and out-of-the-box advanced 
interactive contextual dashboards. The platform provides a 
completely real-time experience, with new events always 
available for query and visualization, and pre-built queries always 
updated with the most recent events. The highly customizable 
solution works non-intrusively with your system, with agentless 
collectors and forwarders, platform remote APIs to check health, 
and all capabilities callable via REST APIs. Service is always on 
with cross-cloud region disaster recovery, and data is always hot 
and unmodified (to meet data reliability and integrity compliance 
requirements). Logtrust is located at the epicenter of Silicon 
Valley in Sunnyvale, CA, and further serves its global clients 
through offices in New York and Madrid. For more information, 
visit www.logtrust.com or email info@logtrust.com.

Would you like additional information?

Please contact Logtrust at marketing@logtrust.com
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