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_Real-time overview of your 
business

T he Logtrust platform allows you to create and 
customize dashboards that include your business’s 

most relevant information and set up real-time alerts to 
inform you about all the events you consider significant, such 
as: every time a sale is made, a new user gains access to your 
application, a target or milestone is reached, etc.

_Challenges

The systems monitoring application will provide the company 
with the status of all its infrastructure in time real (by unit, 
by division, by country or by groups), along with an analysis 
of a large set of parameters and graphs, including a log of 
each machine or device. The company can thus manage 
all the parameters of its infrastructure, tag machines, define 
threshold-based alerts (for instance, when a CPU reaches a 
use level of 80% during more than 15 minutes), analyze the 
cause of application problems, accidents and errors and a lot 
more. Furthermore, this information can be used to measure 
and monitor agreements with external companies.

By integrating the logs generated by the machines on the 
Logtrust platform, you can summarize, execute operations 
and show statistics in real time regarding:

• Memory.
• CPU use.
• Processor load.
• Disk operations.
• The network.
• Systems.
• Processes.

Figure 1: This dashboard 
gathers in real time the quantity 

of bytes sent, CPU use and 
volume of data sent 
with respect of the 

 contracted volume.
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_Advantages

T hrough an analysis of customized metrics, the 
company can:

• Monitor both physical and virtual servers
• Generate real-time alerts 
• Immediate reaction to any unforeseen circumstance 
• Checking the status of other equipment 
• Information on the infrastructure
• Control over the use of system resources
• Customize dashboards associated to internal and 

external service level agreements (SLAs)
• Measure their performance, 
• Optimize processes
• Efficiently manage costs.

_Solutions

W eb analytics provides companies with a detailed 
overview over their website’s performance and the 

behavior of its users.

By using web analytics, you will obtain information on each 
website’s visitors, including how they interact with your 
website.

1Web Analytics

Figure 2: This Logtrust chord 
diagram depicts the distribution 
of operating systems from 
which websites are accessed.
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Furthermore, using Logtrust for web analytics will allow you 
to predict problems even before they happen. For example, 
set up an alert when the system is reaching a maximum 
threshold to prevent the service from going down and deal 
with capacity problems before they actually occur.

Web analytics measures a site’s performance. For instance, 
business managers can immediately know the number of 
visits and the how long users browse through their website. 
Thus, they can export a website’s traffic results and prevent 
all the infrastructure from facing capacity problems if, for 
instance, several customers make simultaneous online 
transactions.

Today any company should use web analytics to enhance the 
experience of its users and/or customers. At the end of the 
day, many of the problems which arise between customers 
and companies can be channeled and resolved over the 
Internet.

Advantages of web analytics:

• User behavior prediction.
• Marketing of appropriate contents and services to the 

public.
• Real-time alerts.
• Forecasting and prevention of problems.
• Real-time website performance management.
• Enhancement of the user and/or client experience.

L Logtrust can help companies to fulfill each industry’s 
legislation and regulations such as, for instance, the 

gathering and storage of data during a specific time.

Most IT companies are subject to regulations establishing 
that data has to be stored during specific periods of time, 
including security measures, monitoring and access controls.

Real-time data indexing makes it easier to perform searches, 
set up alerts and generate reports on all kinds of information 
that may be requested. This function is highly useful for 
internal and external audits. Logtrust practically does away 
with audit perpetration times concerning the gathering, 
storing and indexing of any audit records held.

Logtrust’s real-time analytical capabilities and trend views 
allow you to create dashboards that reveal trends in the 
performance of applications, along with data access and 
security views. Data correlations reveal potential business 
fraud and regulatory compliance problems.

2Compliance
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R emaining at the cutting-edge against global fraud 
is an endless battle. As the electronic payments and 

interactions market continues to grow, so will the potential of 
attacks and fraud. 

Logtrust allows you to:

• Keep one step ahead of problems and identify 
suspicious behavior patterns and transactions by setting 
up data filters and predefined alerts.

• Conduct a historical investigation based on the user’s 
ID, IP address and the transaction information in daily 
transaction records.

• Query the IP address associated with a doubtful 
transaction from log data as search criteria.

• Detect session initiations from specific geographic 
locations, as determined by the source IP address.

• Detect a user ID’s session initiations from different 
geographic regions during a period of time.

• Open simultaneous sessions for a single user.
• Request a user’s password in an anomalous location 

according to his/her log.
• Set a speed threshold for transactions in order to detect 

robot interactions.
• Group together sessions by user ID or IP address.
• Analyze session initiations and ends.
• Set up filters to detect anomalous activities.
• Establish customized policies that trigger alerts based 

on a specific incident.
• Detect multiple connection failures from a single 

source or multiple sources.
• Set up alerts when, for instance, an unauthorized user 

searches for some kind of information.
• Get to the root of security incidents by viewing them in 

graphs depicting each step taken.

All too often, identifying suspicious behavior patterns is 
ignored, since they are designed to look like legitimate 
transactions used by legal accounts.

Logtrust can, for example, be integrated with any payment 
system that generates records.

3Fraud
prevention and 

forensic analysis
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Y ou can monitor all online campaigns with Logtrust 
to measure and improve the effectiveness of the 

investment you have made in marketing with the help of:

• Interactive graphic reports.
• Geolocation reports which, for instance, display a map 

of the most active countries that have shown most 
interest in your campaigns.

• Tracking all payment records and processes.
• Real-time monitoring of campaign results: opening, 

clicks, bounces.

When Logtrust is integrated, there is no need to export 
isolated data to obtain accurate metrics on a marketing 
campaign. Viewing the outcomes of a campaign by channel 
allows you to make the relevant adjustment to obtain better 
results. It also allows you to obtain an overview of how the 
marketing campaign’s aims are being met.

The Logtrust solution enables the information to be displayed 
in many ways to simplify its analysis.

Apart from gathering information from any source, another of 
Logtrust’s advantages is that there is no need to standardize 
data.

Some of the drawbacks of data standardization include:

• The original data are no longer available, or both 
standardized and non-standardized data have to be 
stored.

• When the original data are lost, the ability to make more 
accurate searches is also lost.

• You have to deploy an agent that uses a large amount 
of computer resources to achieve standardization.

• Standardization is an a priori process. Thus, if something 
new happens that has not been taken into account, the 
data’s representation will be altered.

Figure 3: This Logtrust 
heat map identifies session 

initiations made from unusual 
or at-risk geographic locations.

4Marketing
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• It is extremely difficult to obtain standardized data from 
tailored applications.

• Storing data for long periods of time makes the service 
more expensive.

• When data is standardized, the possibility of analyzing 
the data in different ways is lost.

The standardization carried out by Logtrust, is “virtual 
standardization”. This approach’s main advantages include:

• There is no need to deploy agents on many machines.
• The data can be available for an unrestricted period of 

time.
• The standardization is performed on the basis of each 

customer’s specific needs.
• There is no need to change everything when a new 

record format is received; a simple update is enough, 
without affecting production.

• The analysis is conducted on all records, including new 
and existing records. Virtual standardization is done 
during the roll-out.

Logtrust allows you to monitor your business and obtain 
accurate reports containing objective data. Do not base 
your decisions on perceptions. Base them on real sources of 
information.
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