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 _ Cisco ASA & Cisco Pix

T he Cisco ASA has one of the biggest market shares in 
the hardware firewall appliance market.

Cisco Pix which is related to Cisco ASA was deprecated since 
2008 due to malware detection problems. 

Cisco ASA is a security device that combines firewall, antivirus, 
intrusion prevention, and virtual private network (VPN) 
capabilities.  It provides proactive threat defense that stops 
attacks before they spread through the network. 

An ASA is valuable and flexible in that it can be used as a 
security solution for both small and large networks. 

The Cisco ASA 5500 series is Cisco’s follow up of the Cisco 
PIX 500 series firewall.  
Some of the key features of Cisco ASA Adaptive Security 
Appliances are easy-to-deploy solutions that integrate a 
world-class firewall, Unified Communications (voice/video) 
security, SSL and IPsec VPN, intrusion prevention (IPS), and 
content security services in a flexible, modular product family. 

You can get even more security functionality with add-on 
modules which offer a variety of features. 

L ogtrust offers Cisco ASA Network users a set of 
advanced security alerts and an alert management 

application. Logtrust specializes in offering real-time Big Data 
solutions that allow the integration, management and easy 
visualization of all the data generated by firewalls to obtain 
security alerts.

Logtrust enables efficient and flexible real time alert 
management, allowing you to customize alerts.
Security administrators can investigate incidents in 
minutes instead of hours or days. As well, human resource 
departments can use Logtrust dashboards and reports to 
track security compliance.
Logtrust is capable of collecting data, identifying and 
extracting fields from Cisco ASA devices, Cisco PIX, and Cisco 
FWSM events.

You can create your own dashboards, visualizations and alerts 
to match the specific use case as needed.

All your relevant data can be searched and analyzed from 
a single place with Logtrust, being notified of where the 
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attackers and malicious insiders are who may have previously 
gone undetected.

Thanks to a real-time report you will be able to see all the 
firewalls in your infrastructure, no matter where they are 
located on your network, or if they belong to different 
manufacturers. You can decide if you want to analyze the 
activity of a specific firewall, of a cluster, of those belonging 
to the same manufacturer or altogether. Use advanced 
visualization techniques to review your most relevant data and 
geo-locate attacking IP addresses on heat maps.

T o configure Cisco ASA or PIX firewalls to send their 
events to the Logtrust account, the Cisco device 

should be configured to use a remote log server. It is very 
important to keep in mind that Cisco ASA and PIX devices 
do not support any log labelling or any other kind of tagging 
mechanism for log events, therefore it will always be 
necessary to send the Cisco firewall logs through a Logtrust 
In-House Relay.
 

To see more details of the In-House Relay please visit the 
following link: https://logtrust.atlassian.net/wiki/display/LD/
logtrust+in-house+relay.

The In-House Relay, in this case, should be configured by a 
rule to tag all received Cisco events with a correct firewall.
cisco.fwtype tag. Then forward each event to the Logtrust 
account.

Besides the syslogs, Cisco firewall devices usually provide 
the ability to export statistics of the managed traffic using a 
NetFlow protocol. Check reference: netstat.netflow

T o be able to classify and identify the source of the log 
event, Logtrust uses an event Tagging mechanism. 

The Tag structure is using several levels of Tags to correctly 
identify the event, for example: technology, manufacturer, 
type of event, etc. There can be up to 6 levels of tags in each 
event.

Each supported technology has a specified Tag in the Logtrust 
system. It is mandatory to respect the correct Tag structure to 
make sure the data received is classified correctly in the data 
tables.

The concept of fwtype Tag is fixed, it identifies the kind and 
format of the event that is being sent. At the moment, this 
concept can only take the values asa and pix: firewall.cisco.pix 
or firewall.cisco.asa.
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A s discussed above, it is necessary to install an In-
House Relay to support the Cisco firewall logging. 

As well, the Relay needs to have a specified rule to identify 
the Cisco event type by tagging it for the rest of the Logtrust 
system.

The In-House Relay rule needs a few parameters to tag all 
Cisco events:
 

• Rule Name: Any name different from an already   
existing name

• Source Port: choose any port higher than 13003
• Target Tag: firewall.cisco.pix or firewall.cisco.asa

An example of an In-House Relay rule for Cisco ASA is:

S et the following parameters from the administrative 
console:

Conf CISCO PIX/ASA
logging enable
no logging timestamp
logging trap 6
logging host IFACE_NAME LOGTRUST-RELAY TCP/PORT
logging permit-hostdown

Replace IFACE_NAME for the name of the network interface 
that is connecting with the In-House Relay.

Replace LOGTRUST-RELAY for the IP address/hostname of 
your Logtrust In-House Relay. 

Replace the TCP/PORT for a port that is configured in the rule 
to receive events, for example 13004. 
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T o configure the transmission of events via syslog and 
through the administration graphic interface (SDM), 

follow the manufacturer’s HOWTO as explained in CISCO ASA 
Configure Syslog using ASDM.

Following the previous HOWTO, the main points would be:

1. Go to Configuration > Device Management > Logging > 
Logging Setup and mark the “Enable logging” option

2. Go to Configuration -> Device Management -> Logging 
-> Syslog Setup and disable the “Include timestamps in 
syslogs” check 

3. Go to Configuration > Device Management > Logging > 
Syslog Servers and click on “Add”

4. On the “Add Syslog Server” window, introduce the relay 
configuration data (IFACE_NAME, LOGTRUST-RELAY, TCP, 
PORT) as in the CLI configuration

5. It is important, once the syslog server is configured, to 
mark the “Allow user traffic to pass when TCP syslog 
server is down” box. This option lets the firewall to 
continue allowing the traffic through and avoids it from 
blocking traffic in the case of a problem with the TPC 
connection to the relay (which is the default option if you 
do not mark the box)

6. Go to Configuration > Device Management > Logging > 
Logging Filters, select the corresponding “Syslog server” 
and click on “Edit”

7. Change the value from “Filter on severity” to “Information” 
and click “OK”
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