
Turning machine data into business insights

Manage your machine data in 
and from the cloud, with no size 
or geographic limitations. activity 
and more.

Monitor and 
secure your 
business in
the cloud



Logtrust specializes in offering real-time BigData 
solutions that allow the integration, management 
and easy visualization of all the data generated by 
an organization to obtain operational and 
business intelligence. Logtrust’s mission is to 
democratize real-time BigData analysis tools for 
companies of all sizes and sectors, enabling them 
to maximito maximize their business value with security 
intelligence, infrastructure monitoring, 
compliance, customer behavior and business 
monitoring solutions.

Logtrust gathers machine data from your systems, applications, business infrastructure and devices to 
create a secure information environment, enabling you to receive alerts, make correlations, queries and 
intelligence analysis in real-time.

Cloud is becoming the trend to store 
information and implement software 
solutions; but, as cloud adoption 
increases, cloud offerings and the 
need for a cloud infrastructure 
provider to differentiate from its 
competitors also increases. Today, 
momore than ever, IaaS companies need 
to demonstrate security and 
transparency; a company ability to 
provide a secure service and the right 
monitoring tools might enable a 
differentiating way from its 
competition and a new and valuable 
sousource of revenue.

Logtrust’s Cloud based model has taken the best 
of the Cloud in terms of price and scalability to 
offer a holistic solution that will allow clients to 
manage their logs in a secure way, in and from 
the Cloud, with no limits on the source of the 
data, its volume, or the geographical location. 
Logtrust also offers hybrid cloud and on-premise 
models to meet specific customer needs.models to meet specific customer needs.

Logtrust’s solution collects logs (from 
infrastructure, networks, applications and 
business tools) to create a secure information 
environment where the client can receive alerts, 
run correlations and query the data in real-time, 
giving them the means to address all security 
concerns, meet different  compliancy 
requirequirements and monitor and analyze business 
metrics on a single platform.

SOLUTION OVERVIEW

Logtrust offers a reliable, scalable, and flexible security and 
monitoring solution that you can start using within minutes. 
Send your customers infrastructure logs to logtrust and offer 
your customer base important insights on their contracted 
infrastructure and the security assurance they need to keep 
using and developing their solutions on your cloud.

Regardless of the amount of information generated, or the 
number of servers in your datacenter (we provide real big 
data analysis), our solution will analyze and correlate your 
infrastructure logs so that you will be able to provide all your 
customers with a security and monitoring solution adapted 
to their needs.

Logtrust can aggregate any machine data, from infrastructure to business, making it possible to 
address any concern from security to compliance, monitoring and business intelligence in one 
single platform.



Use Logtrust to provide 
monitoring for your 
cloud resources and the 
applications customers 
run on your cloud.

Our solution allows you to observe and control all your 
server parameters, tag them, set threshold based alerts, 
check their performance and more. With this, you can 
offer your clients important insights from their 
contracted infrastructure and service.

With the logs generated by your servers, logtrust will summarize, run operations and 
show statistics in a matter of seconds, regarding (among others):

Provide the appropriate tool for your customers to collect and track metrics so that 
they can react immediately to any unforeseen events, and keep their applications and 
businesses running smoothly in your cloud.

Geolocation. Detect when someone logs into an application from a country other than the usual

Critical errors. occurred in the operating system (Unix/Linux, Windows, MacOS, BSD, VmWare...) or 
any of its services (disk errors, reboot machines, sudden death system processes, etc) 

Malicious HTTP methods. Detection of attempted attacks on Web servers using unusual HTTP 
methods.

Port scanning.

Detect access to malicious UDetect access to malicious URLs and domains.

Detection of suspicious activities. from malicious IPs on client systems through the use of 
blacklists and of other IPs that have previously generated alerts in client systems.

Proxy abuse. Detect attempts to use a web server as a proxy to access internal resources or browse 
on behalf of the customer. 

Detection of brute force attacks over SSH.

Alerts on SSL certificate expiration in the customer system. 

Malicious activity on the clients web seMalicious activity on the clients web servers, based on hacking tools, blacklist hacking and similar.

Detection of offensive tools installation.

Why settle with the industry 
standard security offering when 
you can provide your customers 
with a powerful security solution 
that can set you apart from 
competition and give you a new 
source of revenue? 

With our system you will be able to detect all abnormal situations, such as: 

Logtrust collects and secures your customers cloud platform 
logs, integrating all the information with extreme simplicity 
and facilitating its analysis. This allows you to receive (and 
send to your customers) alerts, build reports, correlate, make 
forensic analysis of any situation and even elaborate 
behavioral patterns and intelligent detection of any changes in 
the system’s behavior. 

• Memory statistics

• CPU consumption

• Processor load

• Disk operations

• Network statistics

• System statistics

• Processes statistics

MONITORING WITH LOGTRUST

LOGTRUST SECURITY AND ALERTS 



www.
logtrust
       .com

Real-time. Everything is done in real-time: from 
event collection, to the query, correlation, 
dashboard updates and delivery of alerts and 
reports.

For all infrastructures. In-house, mixed 
infrastructure or in the cloud, even if the customer 
is using multiple datacenters.

Pure SaaSPure SaaS. You decide where you want to keep 
your data, Logtrust will only use the infrastructure 
of your chosen datacenter to collect, store, consult 
and correlate your data.

Available in minutes. Up and running in a matter of 
minutes.

No time degradation. It doesn’t matter if the 
information has been stored for 10 years or 10 
seconds, this will not affect the efficiency of your 
search and queries.

Define different retention periods for different 
kinds of information, thus making it easy to comply 
with many laws and regulations at the same time. 

Easy integrationEasy integration. Logtrust provides several 
mechanisms to integrate your systems and 
applications.

Dedicated Apps that answer to specific 
requirements within the market.

Custom DashboardsCustom Dashboards. You can create as many 
dashboards as you need and obtain real-time 
visibility for your most relevant information.

Open API’s. All the services are designed to be 
interoperable with third party software.

Advanced graphics and visual correlation.

IInformation in the palm of your hand. Access 
your account and receive real-time alerts on your 
iPhone, iPad or any Android application.

Secure information transmission. Sent using 
double authentication from client and server 
(Digital Cert X509v3) and encrypted.

Social intelligenceSocial intelligence. An ecosystem that allows users 
to share their knowledge.  

KEY FEATURES
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