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1Fortinet

 _ Fortinet

F irewall technologies from Fortinet offer integrated, 
high-performance protection against today’s wide 

range of threats targeting applications, data and users.

Fortinet’s firewall technology is available across the FortiGate 
family portfolio. 

FortiGate produces a wide range of devices for network 
protection. 
FortiGate high performance firewalls integrate with VPN 
technology, enabling organizations to establish secure 
communications and data privacy between multiple networks 
and hosts using IPSec and SSL VPN protocols. Both VPN 
services leverage custom FortiASIC Network Processors 
to accelerate encryption and decryption of network 
traffic. Conveniently, both SSL VPN and IPSec may operate 
simultaneously on the same FortiGate network security 
platform.

FortiGate firewall protection integrates with other key security 
features such as anti-virus, intrusion prevention systems (IPS), 
web filtering, anti-spam and traffic shaping to deliver multi-
layered security that scales from small-medium business 
appliances to multi-gigabit data center platforms.

A s your business grows and volumes of data increase, 
it becomes increasingly important to make sure your 

security solution is not a bottleneck. This is especially true for 
any organization that needs to protect proprietary data while 
still maintaining extremely low latency. Speed is the essence.

Logtrust offers FortiGate Networks users a set of advanced 
security alerts and an alert management application.
These real-time Big Data solutions allow the integration, 
management and easy visualization of all the data generated 
by firewalls to obtain security alerts.

Logtrust enables efficient and flexible real-time alert 
management, allowing you to customize alerts.
Security administrators can investigate incidents in minutes 
instead of hours or days. Also, human resource departments 
can use Logtrust dashboards and reports to track security 
compliance.

With Logtrust you can automatically change the configuration 
on FortiGate Network firewalls. So if you identify a potential 
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security risk in message logs, you can update that user´s 
profile on the FortiGate Network firewall.

You can create your own dashboards, visualizations and alerts 
to match the specific use case as needed.

All your relevant data can be searched and analyzed from 
a single place with Logtrust, being notified of where the 
attackers and malicious insiders are who may have previously 
gone undetected.

Thanks to a real-time report you will be able to see all the 
firewalls in your infrastructure, no matter where they are 
located on your network, or if they belong to different 
manufacturers. You can decide if you want to analyze the 
activity of a specific firewall, of a cluster, of those belonging 
to the same manufacturer or altogether. Use advanced 
visualization techniques to review your most relevant data and 
geo-locate attacking IP addresses on heat maps.

T he logs from a Fortigate firewall are marked with the 
firewall.fortinet.type.subtype tag. 

It is possible to configure a Fortigate firewall to report its logs 
to a remote syslog server. You can specify the destination port 
and syslog facility, however, it is not possible to send via TCP 
or tag the log at the source, therefore, it will be necessary 
to report the logs to an In-House Relay which will tag them 
as firewall.fortinet.type.subtype and will be in charge of 
forwarding them on to Logtrust.

3.1 Tag structure
The concepts type and subtype are fixed, they identify 
the type and format of the event that is being sent. 
These concepts may take one of the following values 
(corresponding to the different log types):

• firewall.fortinet.traffic.allowed
• firewall.fortinet.traffic.violation
• firewall.fortinet.event.admin
• firewall.fortinet.event.ipsec
• firewall.fortinet.event.hisPerformance
• firewall.fortinet.event.dhcp
• firewall.fortinet.event.ha
• firewall.fortinet.event.sslvpnUser
• firewall.fortinet.event.sslvpnSession

3.2 In-House Relay configuration
As discussed above, it is necessary to install an In-House Relay 
(See section: logtrust In-House Relay) for the correct tagging 
of these logs.
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You should define a new rule in which all the events coming 
to the port (e.g. port 13003/udp) are tagged as firewall.
fortinet.type.subtype.

This rule will also be in charge of adding the corresponding 
type.subtype to the firewall.fortinet depending on the nature 
of the event. This information is extracted from the message 
using regular expressions, and then the captured data is used 
to create the final label for each event. To create the rule, use 
the following fields:

In-house relay firewall.fortinet rule
port = 13003
sourceData = “,type=([^,]+),subtype=([^,]+)(,|$)”
targetTag = “firewall.fortinet.\\D1.\\D2”
targetMessage = “\\D0”

The new rule will look as follows:
 

Apply the new settings.

For additional information on how to create rules for an In-
House Relay, check the following document: In-House Relay 
implementation.

3.3 FortiGate configuration
To configure log settings for logging to a remote syslog server 
using the Fortigate’s graphic interface, follow these steps:

NOTE: The graphical configuration is not available in later 
versions. Only the CLI based configuration is supported. 

1. Go to “Logs&Reports -> Log Settings -> Log Settings”
2. Activate syslog checkbox in “Logging & Remote Storage” 

Figure 1: In-House
Relay example.
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Figure  2: Remote
syslog settings.

Figure  3: Event
logging activation.

3. Introduce your In-House Relay IP address in the IP field
4. In the port field, enter the In-House Relay port that you 

have configured for the FortiGate logs
5. In the field: minimum log level, select “Informational”
6. In this specific case, in the facility field, the value is 

irrelevant
7. Activate the check “Enable CSV format”
8. Click on the “Apply” button

Configuration example:
 

In the section “Logs&Report -> Log settings -> Event 
types” you can select the event types you are interested in 
registering:

To configure the FortiGate firewall log settings for logging 
to a remote syslog server via CLI, execute the following 
commands:

config log syslogd setting
set status enable
set csv enable
set reliable disable
set facility local7
set server xx.xx.xx.xx (In-House Relay IP)
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Figure 4: Event table example.

Figure 5: Search for
Fortinet  tables.

set port 13003
end

3.4 Query firewall.fortinet.*.* tables
Once the Fortigate device is reporting its logs to the platform, 
you will have a dedicated table with a specific format for each 
event type (type.subtype) received, and you will be able to 
access the following tables individually (as long as we have 
received the relevant event):

• firewall.fortinet.traffic.allowed
• firewall.fortinet.traffic.violation
• firewall.fortinet.event.admin
• firewall.fortinet.event.ipsec
• firewall.fortinet.event.hisPerformance
• firewall.fortinet.event.dhcp
• firewall.fortinet.event.ha
• firewall.fortinet.event.sslvpnUser

 


