
rr-logtrust Turning machine data into business insights. 

72 Huertas Street - 1st floor
(accessed by: 5 Jesús Street)
Madrid, Spain 28014 

+34 91 308 83 31
info@logtrust.com

710 Lakeway Drive, Suite 195
Sunnyvale, CA 94085

+1 866-242-1700
info@logtrust.com



2

1JBoss

 _ JBoss

J Boss is an open source Java EE application server 
implemented in pure Java. JBoss can be used on 

any operating system for which the Java virtual machine is 
available.

JBoss features include:  

• Open source product license free of charge. 
• Meets the standards. 
• Enterprise level reliability. 
• Embeddable, service-oriented architecture. 
• Consistent flexibility. 
• Middleware services for any Java object. 
• Full support for JMX.

L ogtrust can collect and centralize all data generated by 
JBoss servers, client applications, web infrastructure 

applications and operating systems, and can be used for 
access control or traffic management. It also offers a Web 
Console with a wide range of tools to extract, visualize and 
manage all the look-ups. This way you can detect errors 
such as web application failures, http code errors, identify 
bottlenecks and improve user navigation.

You can pick up valuable information on how users interact 
with websites and web applications, understanding the 
behavior of users or their favorite content.

JBoss can send all raw records continuously, these logs are 
stored in Logtrust, allowing real-time responses and the 
discovery of insights through its visualization tools. 

Logs generated by JBoss are sent to Logtrust via agents and 
services implemented by Logtrust. All the logs are sent as they 
are generated, there is no transformation at any point, neither 
during the sending process, nor during storage. This is very 
important to improve the performance of the whole System: 
Logtrust is faster than its competitors. 

It is obvious that each data source must be located to be able 
to be applied afterwards, when data is read to be shown in 
the Logtrust Web Console, it is given the correct structure. 
Parsing and tagging in columns (as if it were a common 
database) is only done while the user is running the look-ups.

2How Logtrust 
works with 
JBoss
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Logtrust also allows to create alerts in real time to control 
HTTP traffic, user intrusions, Access control, as well as any 
other alert based on the data collected (it is possible to make 
an alert on anything if the correct information is logged and 
sent to the Logtrust system).

Logtrust offers a Web Console to do the look-ups, and 
to visualize huge data volumes thanks to dashboards, 
geolocation, maps and diagrams as well as a wide range of 
graphics and heat calendars that are available on the Web.

T he logs from JBoss applications are marked with the 
web.jboss.type.environment.application.clon tab.

When using JBoss as an application server, there are two 
distinct areas that generate logs and are worth integrating 
with Logtrust: the JBoss logs themselves and the ones from 
the applications it manages.

This document describes how to configure JBoss for the 
integration of the first type of logs, the ones generated and 
managed by the application server itself.

JBoss generates, by default, the following log types:

• boot.log (type: boot)
• server.log (type: server)

Also, although it is not enabled by default, you can configure 
the access log:

• access_log.yyyy-MM-dd.log (types: access-clf, access-
combined, access-lt).

Depending on the product version, the default log files are 
usually stored at:

• JBoss 7.x standalone: standalone/log/boot.log,
standalone/log/server.log.

• JBoss 7.x managed domain: domain/log/host-
controller.log (type: boot), domain/log/process-
controller.log (type: boot), domain/servers/*/log/boot.
log, domain/servers/*/log/server.log

• JBoss 6.x/5.x: server/default/log/boot.log, server/
default/log/server.log.

3.1 Tag structure

The concepts environment, application and clone are free 
but mandatory. They can take the value chosen by the user 
to identify the events source, but they must always exist. 

3Integrating 
JBoss with 

Logtrust
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The name of each of these concepts reflects the intended use:

• environment. The environment where the events occur: 
development, testing, production, etc. The elements 
number and name is not fixed by Logtrust because we 
understand there may be variation between installations.

• application. The web application name.
• clone. The name of the JBoss instance that produced 

the event. Depending on the organization it may be a 
machine name, the virtual name you will like to give to 
a JBoss process, etc.

The concept type is fixed, it identifies the type and format of 
the event that is being sent. Logtrust understands the events 
of the three types of log discussed earlier in this section, 
including 3 variations for the access log. This concept can 
take the following values: boot, server, access-clf, combined 
access-and access-lt.

3.2 Servver.log

It contains general information generated by JBoss itself and 
its applications.

It corresponds with Logtrust’s server type.

3.3 Boot.log

This log contains information about the start and stop of a 
JBoss server.

It corresponds with Logtrust’s boot type.
 
In the default installation, this file is overwritten on each 
server start-up; to avoid problems with rsyslog (which does 
not detect the file truncation and stops sending the logs) 
you should set the log to be written in “append” mode. Its 
definition depends on the product version. 

3.4 Boot.log in JBoss 7.x

The configuration file is usually found in the “standalone/
configuration/logging.properties” or “domain/configuration/
logging.properties” PATHs (depending on which mode the 
server is started).

These are the lines you should modify:

boot.log JBoss 7.x configuration
# File handler configuration
handler.FILE=org.jboss.logmanager.handlers.FileHandler
handler.FILE.level=DEBUG
handler.FILE.properties=autoFlush,append,fileName
handler.FILE.autoFlush=true
handler.FILE.append=true
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handler.FILE.fileName=${org.jboss.boot.log.file:boot.log}
handler.FILE.formatter=PATTERN

3.5 Boot.log in JBoss 6.x

The configuration file is usually found in the “bin/logging.
properties” PATH.

These are the lines you should modify:

boot.log JBoss 6.x configuration
# File handler configuration
handler.FILE=org.jboss.logmanager.handlers.FileHandler
handler.FILE.level=${jboss.boot.server.log.file.level:DEBUG}
handler.FILE.properties=autoFlush,append,fileName
handler.FILE.autoFlush=true
handler.FILE.append=true
handler.FILE.fileName=${jboss.boot.server.log.dir}/boot.log
handler.FILE.formatter=PATTERN

3.6 Boot.log in JBoss 5.x

You should create the file “bin/log4j.properties” with the 
following contents:

boot.log JBoss 5.x configuration
log4j.rootCategory=DEBUG, FILE, CONSOLE
 
### A bootstrap file appender
log4j.appender.FILE=org.jboss.logging.appender.FileAppender
log4j.appender.FILE.File=${jboss.server.log.dir}/boot.log
log4j.appender.FILE.layout=org.apache.log4j.PatternLayout
log4j.appender.FILE.layout.ConversionPattern=%d{ABSOLUTE} 
%-5p [%c{1}] %m%n
log4j.appender.FILE.Append=true
log4j.appender.CONSOLE=org.apache.log4j.
ConsoleAppender
log4j.appender.CONSOLE.Threshold=INFO
log4j.appender.CONSOLE.Target=System.out
log4j.appender.CONSOLE.layout=org.apache.log4j.
PatternLayout
log4j.appender.CONSOLE.layout.
ConversionPattern=%d{ABSOLUTE} %-5p [%c{1}] %m%n

Also, you should reference the path of the newly created file 
by running it the following way:

JBoss 5.x execution
$ ./bin/run.sh -Dlog4j.configuration=file:./bin/log4j.properties

Another alternative is to modify the script “bin/run.
sh” and add the option JAVA_OPTS=”$JAVA_OPTS 
- Dlog4j.configuration=file:JBOSS_PATH/bin/log4j.
properties”,replacing JBOSS_PATH for the PATH where the 
product is installed.
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3.7 Access logs (access_log.yyyy-MM-dd)

This file contains an access log identical to the Apache 
Tomcat application server. There is an event log for each 
request processed by the server.

You can control the event content in detail: both the format 
and the fields it contains.

The access log is not enabled by default. Its configuration 
depends on the product version.

3.8 Access log in JBoss 7.x 

You should edit the file “standalone/configuration/standalone.
xml” and the subsystem “urn:jboss:domain:web:1.1”

JBoss 7.x access-log configuration
<subsystem xmlns=”urn:jboss:domain:web:1.1” default-
virtual-server=”default-host” native=”false”>
    <connector name=”http” protocol=”HTTP/1.1” 
scheme=”http” socket-binding=”http”/>
    <virtual-server name=”default-host” enable-welcome-
root=”true”>
        <alias name=”localhost”/>
            <access-log rotate=”false” prefix=”access_log.txt” 
pattern=”combined” >
               <directory path=”.” relative-to=”jboss.server.log.dir” />
            </access-log>
    </virtual-server>
</subsystem>

3.9 Access log in JBoss 6.x/5.x 

You should edit the file “server/default/deploy/jbossweb.sar/
server.xml” and add the following Valve:

JBoss 7.x access-log configuration
 <Valve className=”org.apache.catalina.valves.  
 AccessLogValve”
 directory=”${jboss.server.log.dir}”
     prefix=”access_log” suffix=”.txt”
     pattern=”combined”
     rotatable=”false” />

Logtrust supports 3 access log formats, two of them are 
standard format, and the other is defined by Logtrust for users 
who want more details. Each of these formats is identified 
with a value in the concept type of the syslog tag that is being 
defined: 

• access-clf, for the Common Log Format (CLF), which is 
JBoss and Apache default format (see web.apache). The 
directive to define this format (although not necessary 

http://tomcat.apache.org/tomcat-7.0-doc/config/valve.html#Access_Log_Valve
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because it is the default format) is any of the following:
CLF
pattern=”%h %l %u %t &quot;%r&quot; %s %b”
pattern=”common”

• access-combined, for the “NCSA extended/combined 
Log Format” format. The directive for this format is any 
of the following:
Combined
pattern=”%h %l %u %t &quot;%r&quot; %s %b  
&quot;%{Referer}i&quot; &quot;%{User-Agent}i&quot;”
pattern=”combined”

• access-lt, for the Logtrust defined format that adds 
more detail to the standard formats listed above. The 
directive to define this format is:
Logtrust access
pattern=”%t %a %l %u %S %v:%p %m &quot;%U%q&quot; 
%H &quot;%{Referer}i&quot; &quot;%{User-Agent}
i&quot; &quot;%{cookieName1}c:%{cookieName2}
c&quot; %s %D %B %I”

Where “%{cookieName1}c:%{cookieName2}
c:...:$cookieNameN}c” is the name of the cookies you want to 
be reflected in the log. If you do not want to save any cookies, 
the format would be as follows:
Logtrust Access without cookies
pattern=”%t %a %l %u %S %v:%p %m &quot;%U%q&quot; 
%H &quot;%{Referer}i&quot; &quot;%{User-Agent}i&quot; 
&quot;&quot; %s %D %B %I”

Here Tomcat Access Log Valve you will find a detailed 
description of this fields meaning. 

Sending to Logtrust via files

Unix environment
The basic way is to configure JBoss to write its logs to file 
and rely on other tools (like rsyslog o syslog-ng) to send the 
events.

Based on the syslog tag discussed earlier in this section and 
on how to send files to Logtrust via rsyslog (see reference: 
File monitoring via rsyslog) we will use the following rsyslog 
configuration file:

/etc/rsyslog.d/45-jboss.conf file
$template jboss,”<%PRI%>%timegenerated% %HOSTNAME% 
%syslogtag% %msg%”
 
# File server.log
$InputFileName JBOSS_PATH/standalone/log/server.log
$InputFileTag web.jboss.server.ENV.APP.CLON:
$InputFileStateFile stat-jboss-server1

http://tomcat.apache.org/tomcat-7.0-doc/config/valve.html#Access_Log_Valve
https://logtrust.atlassian.net/wiki/display/LD/File+monitoring+via+rsyslog
https://logtrust.atlassian.net/wiki/display/LD/File+monitoring+via+syslog-ng
https://logtrust.atlassian.net/wiki/display/LD/File+monitoring+via+rsyslog
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$InputFileSeverity info
$InputFileFacility local7
$InputFilePollInterval 1
$InputFilePersistStateInterval 1
$InputRunFileMonitor
 
# File boot.log
$InputFileName JBOSS_PATH/standalone/log/boot.log
$InputFileTag web.jboss.boot.ENV.APP.CLON:
$InputFileStateFile stat-jboss-boot1
$InputFileSeverity info
$InputFileFacility local7
$InputFilePollInterval 1
$InputFilePersistStateInterval 1
$InputRunFileMonitor
 
# File access log
$InputFileName JBOSS_PATH/standalone/log/access_log.txt
$InputFileTag web.jboss.access-combined.ENV.APP.CLON:
$InputFileStateFile stat-jboss-accessCombined1
$InputFileSeverity info
$InputFileFacility local7
$InputFilePollInterval 1
$InputFilePersistStateInterval 1
$InputRunFileMonitor
 
# SSL config for logtrust secure relay
#$DefaultNetstreamDriver gtls # use gtls netstream driver
#$DefaultNetstreamDriverCAFile /etc/rsyslog.d/ca.crt
#$DefaultNetstreamDriverCertFile /etc/rsyslog.d/user.crt
#$DefaultNetstreamDriverKeyFile /etc/rsyslog.d/user.key
#$ActionSendStreamDriverMode 1 # require TLS for the 
connection
#$ActionSendStreamDriverAuthMode x509/name
#$ActionSendStreamDriverPermittedPeer collector
 
if $syslogtag contains ‘web.jboss.’ and $syslogfacility-text == 
‘local7’ then @@LOGTRUST-RELAY:PORT;jboss
:syslogtag, contains, “web.jboss.” ~

You should customize the above template as follows:

• Replace JBOSS_PATH for the absolute path where 
the JBoss logs will reside (note that the PATH varies 
depending on the version of JBoss, as seen in the 
previous sections).

• Replace ENV.APP.CLON for the values that you will give 
your application considering what was discussed in the 
previous section “Tag structure”.

• In this example, the access log uses the access-
combined type; remember that you can also use 
access-clf and access-lt depending on the format 
you have configured (see section “Access log” in this 
document).

• Replace LOGTRUST-RELAY and PORT for the server 
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and port of your Logtrust relay. To find out about the 
available relays and to which you can send information, 
Check section Domain Administration -> Data sources 
on our web application. For additional information click 
here: Sending via rsyslog

If you are going to send to a secure relay, review section SSL 
of the file. For additional information see reference: Secure 
sending via rsyslog

Check whether the file you are going to process and the 
directory where it resides can be read by the user running 
rsyslog; if not, you should give the appropriate permissions, 
e.g. changing the file group to syslog:

Monitoring file permissions
# chown :syslog /opt/jboss/standalone/log /opt/jboss/
standalone/log/*
# chmod 750 /opt/jboss/standalone/log
# chmod 640 /opt/jboss/standalone/log/*

If you wish to configure the files rotation, you can use 
logrotate. Here is a configuration example:

/etc/logrotate.d/tomcat file
/opt/jboss/standalone/log/server.log /opt/jboss/standalone/
log/boot.log /opt/jboss/standalone/log/access_log.txt
{
   rotate 14
    daily
    copytruncate
    missingok
    notifempty
    delaycompress
    compress
    sharedscripts
    lastaction
        service rsyslog stop
        rm -f /var/spool/rsyslog/stat-jboss-*
        service rsyslog start
    endscript
}

This logrotate configuration is a bit aggressive as it involves 
a restart of rsyslog, we did it this way due to the problems 
encountered when logrotate truncates a log file and rsyslog is 
not aware, so it stops sending events of the relevant log until 
it exceeds the size of the previous log that has been rotated, 
which is the position that rsyslog had recorded for the last 
event processed on the file.

Restart rsyslog process:

Restart rsyslog daemon
/etc/init.d/rsyslog restart

https://logtrust.atlassian.net/wiki/display/LD/Secure+sending+via+rsyslog
https://logtrust.atlassian.net/wiki/display/LD/Secure+sending+via+rsyslog

