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_Content

This document explains how to implement the In-House 
Relay to collect and forward events to Logtrust.

Logtrust is a Big Data platform for managing security logs
and events.
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1. In-House Relay

• In-House Relay implementation with a software package

• In-House Relay implementation downloading a image and
creating a virtual machine

The In-House Relay is a Logtrust platform component 
which collects generated events by different devices and forward 
them with the following advantages:

• Compress events to a tenth of their size and send it to
Logtrust in a secure way via SSL/TLS.

• Tag the events to identify its format.
• Filtering or discard some events based on a determined

pattern before sending them to Logtrust
• In case of a connection issue, it stores the events and send

them when the connection is restored.
• Avoid having to provide internet access to the devices or

servers that generate events.

The user must download a software package or an image to 
create a virtual machine with the In-House Relay. This machine 
needs to have internet access and to send the events to Logtrust 
and also be in the same network of the data sources (The 
devices to be monitorized).

The software package and the image are available in the
next link:

https://logtrust.atlassian.net/wiki/display/LD/logtrust+in-
house+relay
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In-House Relay implementation with the software package

Find below the steps to follow to install and configure the 
software package with the In-House Relay:

 wget http://repository.logtrust.net/PublicKey
 sudo apt-key add PublicKey
 sudo gpg --import PublicKey

Create this file: /etc/apt/sources.list.d/logtrust.list 

Write the following line in the file created before:
 
 deb http://repository.logtrust.net/ precise main

Execute the following commands:

 apt-get update
 apt-get install logtrust-relay

1. Introduce the API Key provided by your Logtrust account. Go 
to the web application to Account Administration > Credentials 
and copy and paste it.
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2. That is all, you have finished the configuration.

3. Now, to activate the relay, go to the Logtrust web application 
to Account Administration > Relays and click the red button 
under “Active” in the row where is shown the name of the relay 
that you want to configure.

 
4. Some minutes after the activation, you will be able to see the 
events sent by the In-House Relay. By default, the In-House 
Realy configuration will enable some ports to receive some 
events from the technologies shown in the table below:

5. Now, you have to configure the data source devices to 
forward the events via syslog to the IP address of the In-House 
Relay and the port specified in the table above. If you want to 
send events from other technologies, send them to a port after 
13003 and create a rule specifying the tag that you will apply to 
those events. 

To do this, go to the Logtrust Web Application to Account 
Administration > Relays and click in the relay where you want 
to create the rule. Then, click the pencil icon in the column 
“Actions” and click in “Add rule”. 
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6. Please find the list of supported technologies and tags in the 
following link:

https://logtrust.atlassian.net/wiki/display/LD/List+of+tags

How to implement an In-House Relay downloading an image 
and creating a virtual machine.

Find below the steps to configure the In-House Relay include in 
the downloaded image:

Login in the In-House relay with the following credentials:

 User: logtrust
 Password: changeme

As Logtrust is a Spanish company, this virtual machine comes 
with a Spanish keyboard preconfigured. To change it to English, 
execute the following command:

            sudo dpkg-reconfigure keyboard-configuration

And then follow the steps:



7

Once you have the keyboard configured, execute the following 
command:

 sudo logtrust-relay-configure

Change the endpoint that is shown by default and introduce:

 eu.elb.relay.logtrust.net
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Go to the Logtrust’s application and type the key from Account 
Administration > Credentials

 

It is not necessary to introduce the API secret. Type a couple of 
random letters and press “OK”.
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Finally, you just have to go to the Logtrust Web Application and 
in the menú Account Administration > Relays, click in the red 
button in the “Active” column at the left of the relay to activate it.

 
Then, you should start receiving events from the In-House 
Relay and you just have to start sending information from your 
different devices to the In-House Relay to the ports 13003, 
13004, ...

Then you should create some rules to tag the events coming in 
each port.  Here you can find some information:

https://logtrust.atlassian.net/wiki/display/LD/In-
house+relay+configuration

https://logtrust.atlassian.net/wiki/display/LD/List+of+tags




