
 

REAL-TIME BIG DATA 
SECURITY ANALYTICS

When U.S. retailer Target was hacked, it lost 40 million credit card numbers and suffered approximately $162M in 
direct damages. Their investment in the best-of-breed security devices, firewalls, and security information and event 
management (SIEM) systems failed for one simple reason: They simply couldn’t analyze their data fast enough.

REAL-TIME ARCHITECTURE MATTERS

Logtrust has been delivering Big Data security 
solutions for more than a decade.  Our purpose-built 
high-performance platform is designed for fast, real-
time insights for Big Data.

We know that the time it takes to query events 
is just as important as the time it takes to detect 
anomalies in a live event stream.  Balancing event 
query response time against real-time analysis forces 
customers to make painful compromises. 

Traditional relational database-driven SIEM 
architectures operate on the principle of “collect 

all the events and figure out what to do with them 
later.” These solutions are not real-time.

On the other hand, streaming architectures are good 
at analyzing real-time data, but don’t store past 
events, and can’t be used for forensic analysis. 

At Logtrust, we refer to this as the “two architectures 
dilemma.” To achieve both fast query response time and 
real-time analytics, customers have to engineer, deploy, 
integrate, maintain, and support two vastly different 
product architectures. For many enterprises, the cost 
and complexity of this strategy is simply too much.

Logtrust is a single, fully integrated platform that 
performs analytics on both live event streams and 
Giga/Tera/Petabytes of historical data. We call this 
the FULL™ Architecture – Flat-Ultra-Low-Latency. 
This architecture combines the power of streaming 
analytics (aggregation, statistical functions, data 
visualization, and real-time dashboards), with ultra 
high-performance event query for deep drill-down 
and forensic analysis.

Customers using Logtrust for retrospective/ 
forensic analysis can identify anomalies intuitively, 
applying statistical measures when needed. 

Combined with real-time alerting and sharable 
queries and dashboards, enterprises can use Logtrust 
to accelerate their mission critical decision process.

FLAT-ULTRA-LOW-LATENCY ARCHITECTURE

LOGTRUST FULLTM SINGLE PLATFORM



Logtrust securely stores customer data in the 
cloud on a write-once, read-many file system. If a 
customer is attacked, the attacker will likely attempt 
to cover his tracks. By storing security events off-site 

with a tamper-proof write-once file system, Logtrust 
ensures log integrity.  Customers can then combine 
events from every system involved, and generate a 
timeline for the incident in question

SECURE FORENSIC ANALYTICS

PINPOINT AND DIAGNOSE ISSUES

The Logtrust geolocation system can pinpoint the IP 
location of an attack, and when the issue is internal, 
help identify the machine and user that generated 
the problem.  

With Logtrust’s powerful correlation engine, you can 
drill down into the data to discover the real cause of 
the problem, when it happened, and why.

COMPLEMENTING SIEM 

Traditional relational database management systems 
(RDBMS) are designed for highly structured bulk data.  
They are not suited for modern fast, unbounded, 
unstructured data streams, and don’t scale or 
perform well with this kind of data.

Logtrust can analyze multiple disconnected data 
streams in parallel to find hidden relationships, while 
traditional SIEMs will spend time normalizing logs 
into the events-of-interest.

Logtrust complements SIEMs by offloading the 
ingestion, aggregation, and normalization of “time 
critical events-of-interest,” using real-time ultra-low-
latency queries and comple x event processing. It 
then provides SIEMS with structured data in Common 
Event Format (CEF – HP ArcSight) or Log Event 
Extended Format (LEEF - IBM QRadar).  Now the SIEM 
can focus on what it does best – finding incidents – 
instead of what it does worst - managing Big Data.

NO PERFORMANCE DEGRADATION

[ SEARCH PERFORMANCE: LOGTRUST VS. COMPETITION ] FAST FACTS

Queries to retrieve the most recent 10 seconds of data or the last 10 years of events will always have the same 
ultra fast response time.

HIGHLY SCALABLE

ALL THE 

PROCESS IN 

LESS THAN 

A SECOND! 

Using Logtrust’s purpose-built, unlimited scale-out 
architecture, the solution can ingest any quantity 
of data, at any velocity - 1GB/1TB/1PB/…, and can 

provide the same response time for all searches, 
queries, or complex event processing, regardless of 
the amount of data searched.  

HIGHLY INTERACTIVE REAL-TIME VISUAL ANALYTICS

Logtrust provides a very intuitive drag and drop 
interface that does not require any coding skills.

This powerful interface enables customers  to 
interactively explore hidden relationships and gain 
critical insights. 

To perform real-time security analytics 24x7x365, 
you need a service that is always on. Logtrust runs 
natively on Cloud elastic architecture.  It combines 
both internal High Availability (HA) and cloud HA 
and disaster recovery (D/R) for multi-tenant delivery 
models across Cloud geographies.

ALWAYS ON
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HIGHLY RELIABLE

When faced with audits or compliance requirements, you must be able to trust and rely on the evidence you 
have collected. In the event of prosecution, that could mean proving that your logs are genuine and no one 
has tampered with them. With Logtrust’s unique cryptographic audit trail, you have proof of:

The integrity of each raw log, proving that no log has been tampered with or been manipulated.

The integrity of the log sequence, proving that no log has been added and no log has been deleted.

HIGHLY SECURE

All log data is protected in motion and at rest:

Logtrust has unique multi-factor authentication between collectors and processors to ensure end-
to-end protection and encryption.

Logtrust enables users to encrypt their data and manage their keys, which can be maintained automatically 
by Logtrust or the customer.

Customers maintain full control of their data privacy and data residency at all times.

ALWAYS HOT DATA

Logtrust has no limitations on the volume of information it can ingest, store, query, or analyze. As a result, you 
can analyze years of data and petabytes of information in real-time, all-the-time. Many solutions that don’t 
scale try to force the customer into a tiered “hot,” “warm,” and “cold” data model (online, near-line, and offline 
data storage).  With Logtrust there is no data segregation: Your data is always hot.

Logtrust provides a set of generic alerts and 
correlation libraries, such as:

Attack detection (on infrastructure, systems, web 
servers, and application servers).

User and/or system activity tracking.

Behavioral analysis which alerts you to any change 
in system behavior.

Additionally, users can easily define custom alerts 
based on the searches they generate with the user 
interface. The alerts can be:

Alerts generated for each detected event.

Alerts generated for a given period of time.

All the alerts are delivered in real-time via your 
chosen mechanism (email, SMS, Jira, Service Desk, 
Pushover, PagerDuty, Logtrust mobile application 
and/or Logtrust web application.) 

REAL-TIME ALERTING




